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Security and safety: two sides of the same coin?
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Where are security protocols used?
Securing your live
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Where are security protocols used?
Secure communication on the internet
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What are security protocols

Hi AliceHello Bob

E

Definition (Protocol)
A protocol consists of a set of rules (conventions) that determine the exchange of
messages between two or more principals.
In short, a distributed algorithmwith emphasis on communication.

Definition (Security Protocol)

Security (or cryptographic) protocols use cryptographic mechanisms to achieve security
objectives, e.g., entity or message authentication, confidentiality, key establishment,
integrity, timeliness, fair exchange, non-repudiation.
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Motivation
The Needham-Schroeder Protocol for Public Keys (NSPK)
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Establishing an Authentic Channel: NSPK

Problem: Alice wants to be sure that she talks to Bob (authenticity) and vice versa

Technologies available to us:
Generation of secure (unpredictable!) random numbers.
Perfect (unbreakable!) public-key cryptography.

Solution: Needham and Schroeder (1978) proposed the following protocol (NSPK):
{A,NA}

B−−−−−−−−−−→ “I am Alice and here is my Nonce NA.”
{NA,NB}

A−−−−−−−−−−→ “Here is your Nonce NA and I have one for you.”
{NB}

B−−−−−−−−−−→ “I got it! It is NB.”

Note:
In public-key cryptography, each participant has a key pair:

A public key (e.g¸, B is the public key of Bob) used for encrypting messages.
A private key used for decrypting messages.

A Nonce (short for: number used once) is a fresh secret only known to the person
generating it.
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NSPK: Correctness

Goal: After executing the protocol successfully,
Alice and Bob can be sure to talk to each other (and not to somebody else).

Note: This goal is called Mutual Authenticity (Two-way Authentication).

Correctness (informal):

{A,NA}
B−−−−−−−−−−→

“This is Alice and I have chosen a nonce NA.”
{NA,NB}

A−−−−−−−−−−→
“Here is your nonce NA.

“

Since I could read it, I must be Bob.

“

I also have a challenge NB for you.”
{NB}

B−−−−−−−−−−→
“You sent me NB .

“

Since only Alice can read this and I sent it back, I must be Alice.”

Let’s look at another scenario using NSPK …
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A scenario with three participants

E

Alice Eve Bob
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Two Concurrent Runs of NSPK

(Lowe's Attack (Published in 1996 -- The Year NSPK Turned 18!)

Protocols are typically small and convincing

and often wrong!

NSPK1←→
NSPK2←→

Alice Eve Bob

1. A
{A,NA}

E−−−−−−−−−−→ E

2. EA
{A,NA}

B−−−−−−−−−−→ B

3. EA
{NA,NB}

A←−−−−−−−−−− B

4. A
{NA,NB}

A←−−−−−−−−−− E

5. A
{NB}

E−−−−−−−−−−→ E

6. EA
{NB}

B−−−−−−−−−−→ B Attack!

Bob believes he is speaking with Alice (but talks to Eve)!
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NSPK Lowe's fix

Needham-Schroeder

with Lowe’s fix:

{A,NA}
B−−−−−−−−−−→ “I am Alice and here is my Nonce NA.”

{NA,NB

,B

}
A−−−−−−−−−−→ “Here is your Nonce NA and I have one for you

and I am Bob

.”
{NB}

B−−−−−−−−−−→ “I got it! It is NB.”
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Replay Attack: A Real World Example
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Replay Attack: A Real World Example

The Internet

Alexander

Attacker

Internet Cafe
"starbugs"

Alexander's Home
"home"
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Lesson learned

Just because some systems uses cryptography (blockchain, 2-factor authentication, …)1

it does not mean, the system is secure!

1Insert your favorite security technology here.
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Formal (Security) Verification
Motivation
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It took 18 years to find the flaw in the Needham-Schroeder protocol.
Can we do better?
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Formal verification

System
Specification

Requirements
Propertiessatisfies

Formal
Proof

How does the
system operate

What shall be 
achieved

Does the system
meets its 

requirements

Goal: Formally model protocols and their properties and provide a mathematically
sound means for reasoning about these models.

Basis: Suitable abstraction of protocols.

Analysis: Using formal methods based on mathematics and logic.
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Formal (Security) Verification
Our Attacker Model
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Danny Dolev & Andrew C. Yao
On the Security of Public Key Protocols (IEEE Trans. Inf. Th., 1983)

Consider a public key system in which for every user X :

There is a public encryption function EX
every user can apply this function.

There is a private decryption function DX

only X can apply this function.

These functions have the property that
EXDX = DXEX = 1.

The Dolev-Yao intruder:
Controls the network (read, intercept, send).
Is also a user, called Z .
Can apply EX for any X .
Can apply DZ .
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Dolev-Yao Closure

Definition (Dolev-Yao Closure)
Given a set of termsM, we define DY(M) as the least closure ofM under the following rules:

Axiom (m ∈M)
m ∈ DY(M)

s ∈ DY(M)
Algebra (s ≈ t)

t ∈ DY(M)

t1 ∈ DY(M) · · · tn ∈ DY(M)
Composition

�

f ∈ Σp
�

f (t1, . . . , tn) ∈ DY(M)

〈m1,m2〉 ∈ DY(M)
Proji

mi ∈ DY(M)

{|m|}k ∈ DY(M) k ∈ DY(M)
DecSym

m ∈ DY(M)

{m}k ∈ DY(M) inv(k) ∈ DY(M)
DecAsym

m ∈ DY(M)

{m}inv(k) ∈ DY(M)
OpenSig

m ∈ DY(M)
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Let's be pragmatic, focusing on finding violations (bugs, attacks)

There are many reasons for the state space being infinite, e.g.,

Messages: The attacker can compose arbitrarily complex messages, …

Sessions: No bound on the number of executions of the protocol.

Nonces: In an unbounded number of sessions, honest agents create an infinite
number of fresh nonces.

For building a tool, we:

May limit the number of sessions.

May limit the number of agents.

May limit the complexity of message (e.g., introducing types)
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Automated Security Protocol Verification

There are a lot successful automated tools for formal analysis of security protocols:

OFMC, CL-AtSe, SATMC, …: good for finding attacks, but only bounded verification!
H.530, Google’s SAML SSO, Kerberos PKInit, …

SPASS/ProVerif, Scyther, AIF, …: full verification, but no checkable proof.

Let’s have a quick look at OFMC …
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Automated Protocol Verification: Application
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We have the problem
solved, haven’t we??



Interactive Security Protocol Verification

Automated tools tend to

focus on finding attacks, not proving their absence,

use an axiomatic encoding of (logical) rules,

use highly optmized and specialized inference algorithms.

How canwe increase the trust in such tools?
Observation:
Many interactive theorem provers (e.g., Coq, Isabelle) follow a different philosophy

a small trusted kernel (often only a few hundred lines of code)

extensions are developed as conservative embeddings
(proven/derived rules instead of new axioms)

Furthermore, modern security protocols

are not used in isolation, we need to be able to compose them

might rely on a shared state (e.g., a database of revoked cryptographic keys)
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Interactive Security Protocol Verification
Inductive Trace Model: Paulson Style (1/2)

A protocol is modelled by as inductive set with

rules modelling the Dolev-Yao style attacker

rules modelling the protocol traces

rule(s) signalling security violations (“oops”)

Example (NSL, role A)
t ∈ T NA /∈ used (t)

iknows {NA,A}pk(B)#state A [A,B,NA]#secret B NA# t ∈ T

t ∈ T state A [A,B,NA] ∈ [t] iknows {NA,NB,B}pk(A) ∈ [t]

iknows {NB}pk(B)# t ∈ T

Remarks:

the order of events in the traces never matters

for a single message from B, Alice can react any number of times.

the model is typed (i.e., an agent “knows” the purpose of message parts)
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Interactive Security Protocol Verification
Inductive Trace Model: Paulson Style (2/2)

High trustworthiness of (a conservative construction in) Isabelle

Low degree of automation:

security proof: “no oops-events in the inductively defined set”

a lot of rules depend on the protocol and its security goals
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Open Questions:

Abstract typed model vs. a (more) realistic concrete model

Composition of different protocols

Protocols with a shared state

Better degree of automation
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Single-Sign On (SSO) Revisited

Leaving abstract two components here:

The channels are running over TLS

The client must in some way authenticate to the IdP
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SAML Sigle Sign-On

A&B
Knowledge: C: C,idp,SP,pk(idp);

idp: C,idp,pk(idp),inv(pk(idp));
SP: idp,SP,pk(idp)

Actions:
[C] *->* SP : C,SP,URI
SP *->* [C] : C,idp,SP,URI

C *->* idp : C,idp,SP,URI
idp *->* C : {C,idp}inv(pk(idp)),URI

[C] *->* SP : {C,idp}inv(pk(idp)),URI
SP *->* [C] : Data

Goals:
SP authenticates C on URI
C authenticates SP on Data
Data secret between SP,C
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SAML Sigle Sign-On With TLS Integrated (1/2)

A&B
C->SP: C,NC,Sid,PC
SP->C: NSP,Sid,PSP,

{SP,pk(SP)}inv(pk(s))
C->SP: {C,pk(C)}inv(pk(s)),

{PMS}pk(SP),
{hash(NSP,SP,PMS)}inv(pk(C)),
{|hash(prf(PMS,NC,NSP),C,SP,NC,NSP,Sid,PC,PSP,PMS)|}
clientK(NC,NSP,prf(PMS,NC,NSP))

SP->C: {|hash(prf(PMS,NC,NSP),C,SP,NC,NSP,Sid,PC,PSP,PMS)|}
serverK(NC,NSP,prf(PMS,NC,NSP))

C->SP: {|C,SP,URI|}clientK(NC,NSP,prf(PMS,NC,NSP))
SP->C: {|C,idp,SP,URI|}serverK(NC,NSP,prf(PMS,NC,NSP))
C->idP: C,NC2,Sid2,PC

idP->C: NidP,Sid2,PidP,
{idP,pk(idP)}inv(pk(s))

C->idP: {C,pk(C)}inv(pk(s)),
{PMS2}pk(idP),
{hash(NidP,idP,PMS2)}inv(pk(C)),
{|hash(prf(PMS2,NC2,NidP),C,idP,NC2,NidP,Sid2,PC,PidP,PMS2)|}
clientK(NC2,NidP,prf(PMS,NC2,NidP))

idP->C: {|hash(prf(PMS2,NC2,NidP),C,idP,NC2,NidP,Sid2,PC,PidP,PMS2)|}
serverK(NC2,NidP,prf(PMS2,NC2,NidP))

C->idP: {|C,idp,SP,URI,cky(C)|}clientK(NC2,NidP,prf(PMS,NC2,NidP))
idp->C: {|{C,idp}inv(pk(idp)),URI|}serverK(NC2,NidP,prf(PMS2,NC2,NidP))
C->SP: {|{C,idp}inv(pk(idp)),URI|}clientK(NC,NSP,prf(PMS,NC,NSP))
SP->C: {|Data|}serverK(NC,NSP,prf(PMS,NC,NSP)
...

© 2025 LogicalHacking.com. Public (CC BY-NC-ND 4.0) Page 33 of 50

https://logicalhacking.com
https://creativecommons.org/licenses/by-nc-nd/4.0/


SAML Sigle Sign-On With TLS Integrated (2/2)

A&B
C->SP: C,NC,Sid,PC
SP->C: NSP,Sid,PSP,

{SP,pk(SP)}inv(pk(s))
C->SP: {C,pk(C)}inv(pk(s)),

{PMS}pk(SP),
{hash(NSP,SP,PMS)}inv(pk(C)),
{|hash(prf(PMS,NC,NSP),C,SP,NC,NSP,Sid,PC,PSP,PMS)|}

clientK(NC,NSP,prf(PMS,NC,NSP))
SP->C: {|hash(prf(PMS,NC,NSP),C,SP,NC,NSP,Sid,PC,PSP,PMS)|}

serverK(NC,NSP,prf(PMS,NC,NSP))
C->SP: {|C,SP,URI|}clientK(NC,NSP,prf(PMS,NC,NSP))
SP->C: {|C,idp,SP,URI|}serverK(NC,NSP,prf(PMS,NC,NSP))
C->idP: C,NC2,Sid2,PC
idP->C: NidP,Sid2,PidP,

{idP,pk(idP)}inv(pk(s))
C->idP: {C,pk(C)}inv(pk(s)),

{PMS2}pk(idP),
{hash(NidP,idP,PMS2)}inv(pk(C)),
{|hash(prf(PMS2,NC2,NidP),C,idP,NC2,NidP,Sid2,PC,PidP,PMS2)|}
clientK(NC2,NidP,prf(PMS,NC2,NidP))

idP->C: {|hash(prf(PMS2,NC2,NidP),C,idP,NC2,NidP,Sid2,PC,PidP,PMS2)|}
serverK(NC2,NidP,prf(PMS2,NC2,NidP))

C->idP: {|C,idp,SP,URI,cky(C)|}clientK(NC2,NidP,prf(PMS,NC2,NidP))
idp->C: {|{C,idp}inv(pk(idp)),URI|}serverK(NC2,NidP,prf(PMS2,NC2,NidP))
C->SP: {|{C,idp}inv(pk(idp)),URI|}clientK(NC,NSP,prf(PMS,NC,NSP))
SP->C: {|Data|}serverK(NC,NSP,prf(PMS,NC,NSP))

I think we can all agree: This is too complicated
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Compositional Reasoning

Idea:

Let’s analyze TLS (in isolation)

Let’s analyze SAML (in isolation)

Is the composition secure, if the components are secure?
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Stateful Composition

Protocols with long-term state, e.g., a server maintaining a database

General distributed systems: e.g. a server or device with API that do not necessarily
have a simple linear order

Complex shared messages, e.g., key certificates

Desired interactions between protocols, e.g., one protocol generates a key, another
protocol uses it.

Support for modeling compromise and declassification of secrets.
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Formal (Security) Verification
Our Results
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Theorem (Typing Result)

Let P be a well-formed and type-flaw resistant protocol. If P is well-typed secure then P is
also secure in the untyped model.

Andreas V. Hess, Sebastian Mödersheim: A Typing Result for Stateful Protocols. CSF
2018: 374-388

Andreas V. Hess, Sebastian Mödersheim, and Achim D. Brucker. Stateful Protocol
Composition and Typing. In Archive of Formal Proofs, 2020.
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Stateful Protocol Composition

Theorem (Stateful Protocol Composition (informal))

Given two protocols P1 and P2 where

all access to shared sets is labeled (?)

P1 || P2 is type-flaw resistant

the ground messages of P1 and P2 are disjoint

P1 || P?2 does not leak any classified secrets

P?1 || P2 does not leak any classified secrets

then P1 || P2 is secure.

Andreas V. Hess, Sebastian A. Mödersheim, and Achim D. Brucker. Stateful Protocol
Composition in Isabelle/HOL. In ACM Transactions on Privacy and Security, 2023.

Andreas V. Hess, Sebastian Mödersheim, and Achim D. Brucker. Stateful Protocol
Composition and Typing. In Archive of Formal Proofs, 2020.
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Isabelle/PSPSP
Automating Security Proofs in Isabelle

Isabelle/PSPSP:a

Stateful protocol (e.g., key revocation)

Automated proof support for a large fragment of
protocols.
(using an abstract fixed point computation)

Horizontal and vertical composition.

Formally proved equivalence (under certain
conditions) of typed and untyped models.

Publications
Andreas V. Hess, Sebastian Mödersheim, Achim D.
Brucker, and Anders Schlichtkrull. Performing Security
Proofs of Stateful Protocols. In 34th CSF, 1, pages
143-158, IEEE, 2021.

Andreas V. Hess, Sebastian Mödersheim, Achim D.
Brucker, and Anders Schlichtkrull. Automated Stateful
Protocol Verification. In Archive of Formal Proofs, 2020.

aPerforming Security Proofs of Stateful Protocols
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Isabelle/PSPSP: Applications
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Further Application of Formal Methods for Security
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Digital Security by Design & Connected Cars

© 2025 LogicalHacking.com. Public (CC BY-NC-ND 4.0) Page 43 of 50

https://logicalhacking.com
https://creativecommons.org/licenses/by-nc-nd/4.0/


Digital Security by Design & Connected Cars
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Digital Security by Design & Connected Cars

Our work:

Code review of TCU implementation: memory
overflows are not always the biggest issues.

Review of security architecture
(theoretical assessment of compartmentalization).

Comparison of CHERI C, Misra C, and formal
verification.
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Safety/Security Critical Embedded Systems
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How it started: formal validation of business process models at SAP

ASLan
hc rbac_ac(Subject, Role, Task)

:= CanDo(Subject, Role, Task)
:- user_to_role(Subject, Role),

poto(Role, Task)
hc poto_T6 :=

poto(Agent, ApproveBudget)
hc poto_T7 :=

poto(Agent, ApproveTravel)
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Current work: security of aircraft (engine) manufacturing

Focus on logic vulnerabilities and insider attacks:

Forcing production stops.

Use of non-approved parts.

Approvals by non-authorized persons.

“Shortcutting” process steps.

Forcing inconsistencies of digital twins.

…
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Key Take-Aways

!
For security experts:

A system can only be secure wrt a threat model (attacker)

Composing secure parts is not a guarantee for a secure overall
system

For formal methods experts:

We can formalize large aspects of security protocols in Isabelle

We can have both: automation and the high assurance of Isabelle

Contact: Prof. Dr. Achim D. Brucker
Department of Computer Science

University of Exeter
Streatham Campus
Exeter, EX4 4QF, UK

Envelope-square a.brucker@exeter.ac.uk
Twitter-Square @adbrucker
LINKEDIN https://de.linkedin.com/in/adbrucker/
External-Link-Square-Alt https://www.brucker.ch/
RSS-SQUARE https://logicalhacking.com/blog/
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